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Team of 100 people in ETH Zurich — University of Bologna Q%

 Research on open-source energy-efficient computing
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PULP open-source hardware ecosystem
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Single core Multi-core Heterogeneous, Many-core
* PULPino, PULPissimo * OpenPULP * Hero, Carfield, Astral
* Cheshire e ControlPULP * Occamy, Mempool

Accelerators and ISA extensions
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In 11 years PULP team has designed more than 60 chips Q%
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Spectre: Exploiting timing channels to leak data [1] o

o Wostyotion = o «  ACritical Intel Flaw Breaks Basic Security for Most Computers

A Google-led team of researchers has found a critical chip flaw that developers are scrambling to patch in millions of computers.

Thechips are down

Science & . . .
technology Two security flaws in modern chips cause
big headaches for the tech business

Fixing the underlying problems will take a long time

cvoaschucnsd Meltdown and Spectre: ‘worst
security ever’ CPU bugs affect virtually all
computers

Specire and MeSidown processor securnty Haws - explained

SPECTRE

Speculative

Jan gthaog IT WAS a one-two punch for the computer industry. january 3rd saw the
disclosure of two serious flaws in the design of the processors that power most .
of the world's computers. The first, appropriately called Meltdown, affects only E Xe C u t I o n sum UTC I
chips made by Intel, and makes it possible to dissolve the virtual walls between ’ o e
the digital memory used by different programs, allowing hackers to steal + |nte| s processors have a securlty bug and

sensitive data, such as passwords or a computer’s encryption keys. The second,

Timing Channel the f",‘_‘?,°“'d slow Gown o8

[1] Kocher et al., Spectre Attacks: Exploiting Speculative Execution, |IEEE S&P 2019
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Timing channel
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Supervisor (OS)

v

Secret

On-core state (L1, BP, TLB, ...) Hardware
Last-level caches
DRAM Microarchitectural State

System-level state (interco)

SW needs to know of all
HW components and how
to partition them

Partition shared HW
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Spatial and temporal partitioning

~
Split all HW Hardware Resource Each capacity unit

resources into one or can be allocated

more capacity units* Capacity Capacity to one domain
Unit Unit

Spatial partitioning }

Beforg reaII‘ocating @ Temporal partitioning
capacity unit, flush it

 Number of available capacity units
* Terminology adopted from the given by HW
RISC-V CBQRI extension * Allocation policy determined by OS
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Partitioning a system on chip

Interconnect

Last-level
cache

DRAM
ETHzurich = i ioni Nils Wistoff | seL4 Summit 2024 | 2024-10-17 Oﬁ&!ﬂ' 8

Peripherals




Partitioning the CPU

CVA6: 64-bit, application-class, 6-stage, in-order RISC-V core

MMU L1 Data Cache clear
Reallocate (flush) [T ] )

on context switch
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Partitioning the CPU

OpenC910: 64-bit, application-class, 12-stage,
superscalar, out-of-order RISC-V core

Reallocate (flush)
on context switch

Allo-
cated

Loas/Store pipe
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Partitioning the interconnect

Can be avoided

4 N\
Interconnect through coscheduling

State Challenges:
* Cores compete for bandwidth
* Interconnect contains state (e.g. arbiters)

Interconnect

Flush on context Last-level

cache

switch

Peripherals

Work-in-progress
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Partitioning the last-level cache

* Cache controller state comprises a A

Cache Cache single capacity unit
et et « HW prototype implemented, system

_ integration/evaluation ongoing D

Augment set
index with RCID*

Interconnect

mem req

Temporal partitioning

- Domain A - Domain A
B oo m B s
Bl ooina — B oomeine

Bl ocomaine  guENRR. Bl oomains

reallocating . , ,
Terminology adopted from the RISC-V CBQRI extension om
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Partitioning DRAM

Clear any state that might
leak (scheduler, arbiters, ...)

Memory controller

'DRAM bank l
Interconnect

Row buffer

Last-level

Precharge when
cache

reallocating

Memory array

Peripherals

Work-in-progress
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AutoCC: A formal tool to find timing channels [MICRO23] Q%
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github.com/morenes/AutoCC O
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Carfield: Automotive platform for MCS
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Conclusion

+®

P
« Closing timing channels requires HW/SW co-design.

* By exposing HW partitioning mechanisms, all on-core timing channels can be
closed at minimal performance impact (1.0%) and negligible hardware overhead.

« Proven empirically on sel4, using formal verification, and in silicon!

 DRAM and interconnect still under investigation
 further need for HW/SW co-design expected.

* To be specified in RISC-V

RISC-V*°

Microarchitecture Side Channels Special Interest Group
Timing Fences Task Group

ETHzurich - @ 0o o Nils Wistoff | seL4 Summit 2024 | 2024-10-17 o e 16



PULP Platform
Open Source Hardware, the way it should be!

Nils Wistoff

Gernot Heiser
Luca Benini Q&A

Institut fiir Integrierte Systeme — ETH Ziirich
Gloriastrasse 35
ZUrich, Switzerland

DEI — Universita di Bologna
Viale del Risorgimento 2 @pulp_platform

Bologna, Italy pulp-platform.org

mEUHCh - _ . IuIIIII i'.llzlll: II.\ll:

youtube.com/pulp_platform



