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PULP: Open-source, open HW/SW development!

If we cannot get rid of transient faults, we must tolerate them!

Cosmic rays badly affect on-board computers

Increasing demand for strong processing capabilities in space

Motivation
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• Image processing
• On-board orbit determination and reconfiguration
• Fault Detection, Isolation and Recovery (FDIR)

• Single Event Upset, Single Event Transient, Transient Faults
• Cannot be deleted, only attenuated!

Yes, but at what cost?
• Software approaches: easy, but time consuming (bad performance)
• Hardware approaches: good performance, require open platforms



PULP: Energy-Efficient Computing System
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Why parallel? Performance + energy eficiency

• As VDD decreases, 
operating speed decreases 
as well.

• However efficiency
increasesmore work 
done per Joule

• Until leakage effects start to 
dominate

• Put more units in parallel 
to get performance up and 
keep them busy with a 
parallel workload

Optimum
point

[Rossi et al. IEEE Micro 2017]
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N cores running at moderate f, low Vdd are more 
energy efficient than a single core at N×f, high Vdd



• Multiple (2-16) parallel 
computing cores

• Tightly Coupled Data Memory 
(TCDM) with low-latency 
interconnect

• Hierarchical Instruction Cache

• Speeds up instruction fetching

• DMA

• Facilitates memory transfers

• Event Unit

• Facilitates core synchronization

• Dedicated HW accelerators
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Designing a PULP multi-core cluster



From a cluster to a full platform!
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How do we move from a 
cluster to a system?

Connecting a host system for 
decision-making

But how do we protect it?
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Protecting the Cores
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Redundant Cores Grouping: how to choose?
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Are we really sacrificing performance and
area/energy efficiency?
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Maybe not all the computing tasks in space have the same level of criticality

Maybe we are not even in space when we start computing…

An ETS23 example: maybe not all the layers of a Neural Networks need a high level of reliability

We strive for flexibility!
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Reconfiguration: Hybrid Modular Redundancy



Hybrid Modular Redundancy: Reconfigurable
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Independent Mode: high performance, no reliability
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Hybrid Modular Redundancy: Reconfigurable
TMR Mode: low performance, high reliability, quick recovery
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Hybrid Modular Redundancy: Reconfigurable
DMR Mode: good performance, good reliability, slow recovery



Rapid Recovery: shared hardware extension

• The state of the core is
defined by its internal
registers (CSRs, RF, PC)

• Additional backup copies of 
the status registers, 
protected by ECC

• Cycle-by-cycle backup -> 
allow for recovery to the 
most recent safe state

• Quick recovery routine (24 
cycles!)
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Rapid recovery mechanisms require dedicated hardware 
extensions



Rapid Recovery: shared hardware extension

• Cycle-by-cycle backup of 
the cores state in ECC-
protected Status Registers

• Quick recovery procedure 
(24 cycles!)

• Shared logic between TMR 
and DMR modes
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HMR, yes… but at what cost?
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DMR TMR
DMR Rapid 
Recovery

TMR Rapid 
Recovery

Recovery Latency
[cycles]

Application 
dependant

363 24 24

Mode switching 
[cycles]

703 598 603 515
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Re-synchronization
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On-Demand Redundancy Grouping
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