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Evaluation Platform

CVAG6 RV64GC core [2]
Hardware platform on FPGA
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Channel Matrix: L1 DS
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Software Mitigation: L1 DS Channel
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Software Mitigation: L1 DS Channel
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Temporal Fence Instruction (fence. t)
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fence. t: L1 DS Channel

Flush targeted components
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Vulnerable 2"9 Order State-Holding Components
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All Channels are Closed!
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Costs

Context Switch Latency

__Hot | Cold | Single | Double |

430 1,180 12,099 51,876 1,502
(+7.0) (+1.0) (£52) (+256) (+0.9)

—J

320 cycles overhead per context switch
Clk @1GHz, CS @1KHz: + 0.032%
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Costs

Context Switch Latency Hardware Costs

CVAG6
Original

__Hot | Cold | Single | Double |

430 1,180 12,099 51,876 1,502
(+7.0) (+1.0) (£52) (+256) (+0.9)

Synthesis

in GF22FDX
@1GHz

320 cycles overhead per context switch No notable area difference!
Clk @1GHz, CS @1KHz: + 0.032%
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Conclusion

* We measure timing channels on an in-order RISC-V core (CVA6)
* We show that SW alone cannot solve the problem!

e Solution: Enable OS to flush microarchitectural state

* We propose a temporal fence (fence. t) instruction
* Closes all evaluated channels at negligible costs

* Need to flush all pArch state with possible timing impact!

* Future work
* Evaluate performance with write-back L1 DS
* Develop systematic approach to identify vulnerable pArch state
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Temporal Fence Instruction (fence. t)
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Evaluation Platform

*  Measure microarchitectural timing channels

Application *  Port to RISC-V
*  Tailor attacks to CVA6's pArch

*  Formally verified pKernel by Data61

*  Experimental version with time protection
Supervisor selL4 microkernel [4] * Focus on security

*  Portto CVA6

*  Enable cache colouring of LLC

*  FPGA (Genesys 2) @50MHz
CVA6 RV64GC core [3] «  Add timer peripheral and 512KiB LLC [2]

on FPGA *  Write-through 32KiB L1DS and 16KiB L11S
. 16-entry DTLB, 16-entry BTB, 64-entry BHT

Hardware platform
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